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Abstract. Bioterrorism is a current threat of terrorism as a contemporary exponent. Bioterrorism
vectors affect the security environment causing damage with direct action on the human habitat. In a
bioterrorist attack environment undergoes major changes and transformations in human factors
implications especially as the main target of terrorist elements. Bioterrorist attack is the most
important manifestation of terrorism in terms of spreading panic and terror of the civilized world
community. As a principal result of equation bioterrorism-environment, negative effect is received by
human.
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GENERAL FRAMEWORK REGARDING BIOTERRORISM
Bioterrorism is a highly debated topic in political groups, is a weapon that terrorist
organizations could bring serious harm to humanity. It is well known that hundreds of
thousands of people could be killed by epidemics or diseases. Even a disease considered
common, such as influenza, can have devastating consequences for the human factor and the
environment. Bioterrorism is essentially the use of biological weapons against civilian targets,
military, human, animal or agricultural, by an individual, organization, or government.
Bioterrorism is defined as the deliberate release of viruses, bacteria or other pathogens
in order to sicken or kill humans, animals or plants. These biological agents found in nature,
but are genetically modified to causation of diseases, making them more resistant to known
drugs, thus improving their ability to spread into the atmosphere.
Biological weapons are chosen as the terrorist attacks caused a large number of
casualties, cause disturbances in the civil order and create panic, can be produced easily,
quickly and inexpensively, are stable in the environment and cause illness in a few days of
contact, not being able to do so in an optimal time for detoxification / decontamination.
Terrorists could disseminate biological agents in several ways: aerosol dispersal, use of
vectors (fleas, mosquitoes, and rodents), food and water contamination. Biological weapon,
called the poor man's nuclear bomb or dirty bomb is a weapon invisible. It can be transported
without being detected, even across borders or in the "culture" - to obtain the quantity desired
- or in sufficient quantities to commit a disaster.
Microorganisms can be obtained without noise and without causing immediate effect.
Disease can not be determined until we know the symptoms of infection and causative agent.
If it, such as smallpox can spread easily from person to person, number of victims can easily
reach tens of thousands of cases.
EUROPEAN UNION AND BIOTERRORIST THREATS
EU coordinates national policies to combat cross-border threats to public health,
including deliberate or accidental and spread of chemical, biological and radio-nuclear
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(CBRN). The EU is also making plans for preparedness and response to emergencies at EU
level.
Preparedness plans cover all emergencies involving CBRN agents - whether it is natural
or human causes, accidental or deliberate.
As an example, considering cases such as deliberate contamination of drinking water,
radio-nuclear accidental contamination emergence of new infectious diseases or of pandemic.
Among the EU activities in preparation / response to emergency situations associated
with CBRN agents include:
- Mechanisms and crisis management strategies;;
- Communication systems between EU countries;
- Expert advice on prevention, treatment and control;
- Assessment of health risks;
- Promote research on issues related to CBRN.
The organizational management in the EU CBRN threats is provided by the EU Health
Security Committee (HSC) is composed of representatives of all Member States and is the
main coordinating body in the field.
HSC activities are grouped into three sections:
- CBRN;
- Flu;
- General preparedness planning.
Global Health Security Initiative of the EU is a partnership of public health officials
from the G7 countries, Mexico and the European Commission. World Health Organization
participating as an observer. Partnership provides a platform for discussion on global health
security preparedness and provides emergency advising.
Recent examples of incidents involving CBRN agents that can be used as vectors of
bioterrorism:
- Stainless steel contaminated with cobalt - 60
- The use of polonium – 210 (Po -210) as a poison;
- Milk contaminated with melamine;
- Avian influenza A (H5N1);
Legal framework regarding prevent and combating bio-terrorism.
The definition of weapons of mass destruction was adopted in the UN Arms
Commission on August 12, 1948 and confirmed by the UN General Assembly Resolution no.
32/84B on December 12, 1977. Consider the atomic explosive weapons, radioactive material
weapons, lethal chemical and biological weapons and other weapons to be developed in the
future that will have comparable characteristics, the effect of destruction, with the atomic
bomb or weapons above.
• Protocol on the Prohibition of the Use in war of asphyxiating gas, toxic or similar
bacteriological means of warfare. June 17, 1925, Geneva.
• UN General Assembly resolution no. 3603/XXIV, who condemned the use of
chemical and biological weapons being contrary to International Humanitarian Law.
According to researchers, even a localized attack could lead to a pandemic, so that
mankind must be prepared for such situation.
Bioterrorism is a phenomenon in the last decade, gained momentum and international
dimension. To prevent this, the UN considers it essential cooperation between international,
regional and sub-regional. Council of Europe's important role in health policy has been
reaffirmed in the Reform Treaty agreed by Heads of State and Government of the EU in
Lisbon on October 19, 2007, which aims to reinforce the importance of health policy.
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Work on health at Community level adds value to Member States' actions in the field of
scientific assessment and disease prevention, preparedness and response to epidemics and
bioterrorism, strategies to address risks associated with specific diseases and conditions, work
on food safety, product health, tackling smoking, legislation on blood and organ
transplantation, water and air quality, and launch a number of health-related agencies.
ENVIRONMENT AND HUMAN FACTOR
The relation between man and environment is not new. It appeared with the first human
communities, for the man with intelligence and creative spirit that define, not content with
nature as it was, but with courage and tenacity on the work of transforming it according to his
needs.
Multiplying incessantly, landscape views human species added in November, making
swamps and fallow land in the fertile valleys, arid lands in the oasis of greenery, created new
varieties of crops and domesticated wild animals.
The environment consists of all natural factors - water, air and land - and those created
by human activity and in close interaction, influence his life on the planet.
Human beings interact with all natural systems, affecting them. Each human interaction
produces a chain reaction, sometimes unpredictable.
Human-nature relationship is manifested in several ways: urban life, industrial, cultural,
etc. Man, through his speech, essentially changed the natural environment, in accordance with
its requirements.
The continuous progress of science and technology, man has tended to dominate and
exploit nature.
Changes they caused in the last 100 years far exceed the changes produced naturally in
millions of years with exponential growth.
Bioterrorism can contribute to ecological imbalances caused by erosion, overexploitation of
resources, construction of dams, canals, pollution.
Human communities have realized the pollution phenomenon until the mid twentieth century,
they began to show more alarming consequences: urban smog, acid rain, increased
greenhouse effect, ozone depletion, deterioration of water quality and soil, all affecting, in
some scenarios, the very life on earth itself.
AGROTERORRISM. AGROINNOVA PROJECT
Civil society began to give attention to hazard agents can infect crops, which would
lead to economic disaster.
Accidental or deliberate use of agents against phytopathogens crops was called
agroterorism, the project initiated by a group of research institutions. Agricultural products
have always been considered a potential target for bioterrorism, because it may deprive the
state concerned of resources and food reserves.
An example is the disaster caused the total loss of the potato harvest in the years
1845 - 1846 in Ireland, because of peronospora. In the United States and then Europe, there
are first signs of strengthening the diffusion control of pathogens.
Thus appeared AGROINNOVA which aims to create a network of European
laboratories and non-European, in cooperation with organizations that can handle the tourism,
under Policy - oriented research, an EU action financed under the "Bio-safety and public
protection the risks derived from terrorist attacks.”
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The "Crop and food biosecurity, and the provision of means to anticipate and tackle
crop bioterrorism" consider the risk to crops, forests and agri-food system in general,
voluntary or not the introduction of new plant pests or mutations them, that could cause new
epidemics. It is important that plant material is produced in places easy to follow, such as
multinational seed farms, which can promote rapid diffusion of crops in large areas of
potential patogen agents.
Another concern to researchers in the field is contamination with fungi that produce
mycotoxins. The project has a dual purpose; first theme addresses current agro-terrorism and
on the other hand contributes to the development of diagnostic methods able to achieve a
rapid diagnosis of pathogens to new generation.
Like purpose, we can speak of three objectives. The first is risk assessment for
European agriculture to be introduced to new agents, races, biotypes, voluntarily or
deliberately, updated with a series of action such as:
- creating a network of laboratories to ensure that diagnostic techniques have
advanced knowledge of biology and epidemiology of pathogens considered risk;
-  a list of pathogens dangerous for European agriculture;
- a list of crops with high risk of being challenged in Europe;
- propose new methods of risk assessment.
The second objective of the project aims to prevent crop damage caused by the
introduction (accidental or voluntary) of new pathogens, races, biotypes. It is planned to
devise new technologies for control, improving the training of control and information on
specific topics.
The third objective aims at eradicating pathogens new generation, resorting to
various means of combat (chemical, biological) and developing strategies for managing
critical situations, in case of a bioterrorist attack.
The project has eight partners participate as: - AGROINNOVA for Italy, l' Institut
Nationale de Recherche Agronomique (INRA) for France, Bonn University for Germany,
National Institute of Agricultural Botany and Central Science Laboratory both for UK,
Agricultural Research Center Volani for Israel, Regional Environmental Center for Central
and Eastern Europe (REC) for Hungary și Kansas State University for USA.
For each working group are multiple skills, project participants are Phytopathology,
experts in agriculture, livestock, mycotoxins, and bioterrorism experts in ethics, etc.. Center
located in Hungary (REC), ensures dissemination of European countries.
The project may also indicate priorities for research, monitoring priority, for
example, pathogens which are potential biological weapons and studying the epidemiology of
pathogens considered potential bioweapons.
• Convention on the prohibition of Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction (BTWC) which
was prepared by the Committee on Disarmament in Geneva in early 1972.
• Romanian Law no. 535/2004 on preventing and combating terrorism, which, in
terms of its content, a complete system of rules addressing the terrorist phenomenon in as
many ways, including biological weapons.
• Romanian Government Emergency Regulation no. 158/1999 on the status of
exports and imports of strategic goods, the category of strategic products and technologies fall
on biological weapons (Article 5, paragraph 1, Lett. A).
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BIOLOGICAL AGENTS-VECTORS OF BIOTERRORISM
Industrial Biological agents can be divided into three categories, depending on how
easily they can be spread and damage and it causes illness or death. Category “A” biological
agents is considered the highest risk level, while category “C” of biological agents is their
potential threats.
Category “A” agents
Include organisms and toxins with the highest degree of risk to humans and to
national security because:
• can be easily spread or transmitted from person to person;
• mortality rate is very high impact on most people's health;
• can cause panic among people and damage / dismemberment social;
• requires special measures to prepare people to defend against them.
In this category are the most dangerous microorganisms of public health: anthrax,
plague, botulism, Ebola, smallpox, tularemia caused by viruses like Ebola, Marburg, Lassa,
and Machupo.
Anthrax is caused by Bacillus anthracis. There are three manifestations of the
disease: pulmonary, cutaneous and gastrointestinal. Anthrax is sent airborne, through direct
contact with skin lesions or through ingestion of contaminated food. In case of cutaneous
anthrax, the incubation period is between one and seven days. If patient does not receive an
antibiotic, the mortality rate is 10-20%. However, if treated, the mortality rate drops to 1%.
Pulmonary anthrax has an incubation period of between one and six days and, because most
often is not diagnosed in time, the mortality rate can reach 90-100%. Anthrax is not
transmitted from person to person by air, thus preventing transmission involves only standard
procedures. Treatment and prevention aimed at vaccination. Patient decontamination involves
removing contaminated clothes; wash your body with soap and water. Patients do not require
separate rooms and there are special transport instructions.
Plague (fever) is acute bacterial disease caused by Yersinia pestis.
In bioterrorism, disease can be spread by aerosol, through the use of rodents infected
with fleas and by transmission from person to person by airborne droplets.
Under natural conditions there are three manifestations of the disease: bubonic
plague, septicemic plague and pneumonic plague primary.
There is no specific vaccine against it, but early administration of antibiotic treatment
is the key. Personal decontamination is similar to anthrax. Patients are placed in separate
rooms and precautions to reduce the transmission through airborne droplets additionally apply
standard precautions.
Botulism is caused by botulinum toxin. Transmission is through food contaminated
with the toxin, but toxin aerosol can act as an especially bioterrorism. The virus is not
transmitted from person to person. There is a vaccine currently in production antibotulinic and
treatment is botulinum antitoxin.
Viral hemorrhagic fevers (Lassa fever, Ebola) have an incubation period of five to
ten days, are highly contagious, deadly in most cases and are not treated. Rodents and insects
are the main "reservoir" of virus. Person can become infected if they come into contact with
animals carrying the virus or urine, saliva, feces, blood, semen or secretions of an infected
person (Ebola). The main symptoms are high fever, fatigue, dizziness, muscle spasms and
pain, exhaustion. In case of Ebola fever, patients are victims of multiple bleeding reaching the
digestive tract, lungs, and eyes. Weaponized, hemorrhagic fevers are less effective because
the subject contaminated dies so quickly that no time to spread disease. In fact, are very
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difficult to handle. There is no treatment or prophylaxis for haemorrhagic fevers. For Ebola,
mortality is between 50% and 90% of cases. The last outbreak of Ebola in Uganda was
recorded in autumn 2000. One year after outbreak, 60 of the 257 survivors had confirmed
infections still had fatigue, abdominal pain, and loss of vision or hearing. Despite assiduous
research, unknown sources of infection and transmission routes, so that it becomes plausible
natural cycle of infection with possible future outbreaks.
Smallpox was eradicated in 1980. In the world there are two places where one can
still find live cultures of variola virus: CDCP (Control Deseases Center and Prevention) and
certain facilities in Russia. Smallpox virus has an incubation period between 10-17 days and
is transmitted from patient to patient through airborne droplets and by contact with skin
lesions. Patients are placed in separate rooms and access doors are permanently closed.
Patient handling is limited to essential medical needs and then is allowed only with surgical
type mask. Live virus vaccine is effective in the first three days of exposure. Decontamination
of patient exposure is not indicated.
Tularemia is an infection caused by Francisella tularensis. There are a variety of
clinical forms of tularaemia, including ulcerative tularemia, gastrointestinal tularemia,
pneumonic tularemia and typhoid tularemia. Naturally transmission of the disease is by skin
or mucous membrane contact with infected blood or tissue.
In bioterrorism, disease is spread by aerosols; initially causing tularemia typhoid
syndrome has a mortality rate of 5 to 10% higher than the transmission of the disease
naturally. Tularaemia vaccine is still in the project. It was administered to approximately
5,000 people who had no significant side effects, proved successful and effective in
preventing infection with typhoid tularaemia in laboratory. However, efficacy against a
possible attack with biological weapons has not yet been demonstrated.
Category “B” agents
• are quite easy to spread / released;
• morbidity rate is moderate, and the death rate is low;
• require increased supervision of the laboratory of the Center for Special Monitoring
Infection Control in the event of illness.
In this category are the following biological agents: brucellosis, epsilon toxin,
poisoning foods (with viruses such as Salmonella, Escherichia coli, Shigella), distemper,
Melioidosis, Psittacosis, Q fever, ricin toxin, enterotoxin staphylococcal B, typhoid,
encephalitis viral (Venezuelan equine encephalitis, eastern equine encephalitis, equine
encephalitis western), poisoning of water (as cholera virus).
Category “C” agents
Include potential pathogens that could be modified to their dispersion into the
atmosphere, water or through food. These pathogens are:
• easy to find;
• easy to produce  easy to spread / spread;
• have potential for morbidity or mortality rate and a greater impact on human health.
In this category are the Nipah virus and Hanta virus.
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Tab. 1
Analysis Chart Bioterrorist Action / Enviroment
Pathogens Action on HumanFactor Action on Enviroment Consequences
Smallpox
virus
-airborne transmision
- death-rate of about
30%.
-depopulation of
villages / towns.
   In the nineteenth century,
smallpox killed between 300
and 500 million people.
    In 1967 about 15 million
people   contracted smallpox
and two million were victims
of this disease.
Viral
hemorrhagic
fevers (Lassa
fever, Ebola)
- are an incubation
period of five to ten
days, are highly
contagious, deadly in
most cases
- -rodents and insects
are the main vectors.
Human can be infected
if they come into
contact with animals
carrying the virus
(virus reservoirs).
   There is no treatment or
prophylaxis for haemorrhagic
fevers. For Ebola, mortality is
between 50% and 90% of
cases.
Peronospora - deprivation of  basic
food resource
- change of biotope
through a plant
destroying.
- total loss of the potato
harvest in the years 1845
- 1846 in Ireland.
Yersinia
pestis.
Plague
- disease can be spread
by aerosol, through the
use of infected rodents,
fleas and transmission
from person to person
by airborne droplets
- contamination of
animals,infected
rodents, fleas.
- changing of natural
balance,
-nu există un vaccin specific
împotriva acestora, dar
administrarea precoce de
antibiotic este cheia
tratamentului.
CONCLUSIONS
Biological weapons as vectors of bioterrorism may cause disasters on the economy, the
huge costs that are involved in an incident such large scale. A report by the Center for Disease
Control and Prevention estimates that a U.S. anthrax incident, the cost would be $ 26 billion
for 100,000 people.
Compared to other weapons of mass destruction, chemical, nuclear, biological weapons
do not require significant resources from the effects reported. Not require large amounts of
energy or raw materials are cheap to produce, and a sophisticated laboratory to produce
biological weapons, can work in confined spaces, such as a warehouse or even a house.
Furthermore, have a low volume, can be easily transported are virtually undetectable by
ordinary security systems.
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Vector potential bioterrorism evolution is influenced by genetic manipulations, the new
biotechnology or even the simple use of antibiotics, can only mean that, whenever there may
be potential disaster biological implications of the human factor and the environment.
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